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[bookmark: _Toc462478989]Abstract of the contribution: This contribution proposes additional details to Solution #3: DNS AF to answer the Editors Notes from the previous SA2 meeting
1	Introduction
This contribution proposes additional details to Solution #3: DNS AF to answer the following Editors Notes from the previous SA2 meeting. 
1. “The support of other connectivity models is FFS”. The role of DNS AF is to assist a) the selection of a suitable EAS, and b) the proper setting of break-out point in relation to the selected EAS, when the UE PSA is centralized. In the “Distributed Anchor point” or “Multiple sessions” connectivity models it can be assumed that the UE PSA is optimally chosen relative to the UE current position, so b) is not needed and the UE IP address may be used as indicator of UE position to a proper EAS selection and thus a reduced DNS AF functionality can be used. For more details on this simplified solution 6.x DNS for Distributed Anchor could be applied.
2. “Further details on the mechanisms to provide UE DNS configuration and routing of DNS messages are FFS”. One such method is e.g., sending to the UE at PDU session setup, by the SMF, the DNS server to use in the PCO field.
3. “The mechanism to identify the UE and retrieve the UE location is FFS especially in case a NAT is used.” UE location may be retrieved by using the exposure APIs of the NEF. The identification of the UE needed in the request is the UE IP address in the DNS request. In the case when the UE is behind a NAT then the UE address may not be unique. A solution to this is to have a separate DNS AF entity for each individual sub-domain, and thus the domain ID may be used in addition to the UE IP identify the UE. See also Steps 3a and 3b in Figure 6.3.2.2-1.
4. “Further details on the translation mechanism in the DNS AF is FFS.” See more details in Clause 6.3.1.
5. “it is FFS whether ECS received from the stub resolver in the UE are removed by the DNS AF.” The ECS received from the stub resolver in the UE either contains irrelevant information (private IP address that is NAT-ted by the PSA, or the public central UE IP address, which is not appropriate to do a proper EAS selection. 
6. “How does DNS server handle multiple ECS options need to be further clarified.” It is assumed that there is a direct connectivity between the MNO DNS and Service Provider DNS in order to ensure that the ECS option(s) sent by DNS AF are safely received by the Service provider DNS. In the case of multiple ECS options sent by the DNS AF, the ECS option sent in the response corresponds to the ECS option in the query that the DNS response has been tailored to.
7. “Clarify how DNS traffic is routed once a new PSA has been selected for an application.”  The SMF should also ensure at PDU session setup that the UE requests are routed to the DNS AF regardless of UE IP address, e.g., by proper configuration of tunnel towards the selected DNS AF address. 
8. “The mechanisms to support insertion of a more than one local UPF based on DNS requests from the UE is FFS.” The above procedure supports insertion of more than one local UPF to handle different applications. This is because there can be different mapping possibilities for different FQDNs in the Translation Table, so different DNS requests from the UE may result in different N6 access selections and configuration of corresponding ULCL/PSAs assisted by the DNS AF. The DNS AF maintains an Application session towards the PCF including all ULCL/PSAs that have been configured to a given UE PDU session, and uses this information in the routing decision for subsequent DNS requests.
9. “This clause will be finalized when the EN of the previous clauses are closed.”: Finalized according to the above changes. See clause 6.3.3.

2	Proposal
************* Start Changes *************
[bookmark: _Toc31192338][bookmark: _Toc31192498][bookmark: _Toc31192989][bookmark: _Toc31193117]6.3	Solution #3: DNS AF
[bookmark: _Toc31192339][bookmark: _Toc31192499][bookmark: _Toc31192990][bookmark: _Toc31193118]6.3.1	Description
The solution addresses Key Issue #1: Discovery of Edge Application Server in TR 23.748. The UE is Edge Computing Service agnostic.
The proposed solution supports the “Session Breakout” connectivity model with dynamic insertion of local PSA for Edge Computing. The role of DNS AF is to assist a) the selection of a suitable EAS for the user location, and b) the proper setting of break-out point in relation to the selected EAS, when the UE PSA is centralized. 
DNS AF also plays a role when the “Distributed Anchor Point” connectivity model is an option for the PDU Session, but the UE PSA is centralized at start. That role is b) to assist the re-anchoring to a Distributed anchor point on-demand (for more details on such a solution see 6.x (DNS triggered Session re-anchoring).
In the “Distributed Anchor point” or “Multiple sessions” connectivity models assuming that the UE PSA is optimally chosen relative to the UE current position from start, DNS AF is not involved in the DNS resolution. For more details on such a solution see 6.x (DNS for Distributed Anchor).
Editor’s note:	The support of other connectivity models is FFS.
The Operator deploys a new DNS component. That component is from now on referred to as DNS AF, and it is deployed in the MNO network before the NAT. 
The DNS AF holds a EC Translation Table that maps a given user location and application FQDN into the preferred PDU session anchor(s) (PSA(s)), including information of DNAI and corresponding subnet (or full IP address) of each N6 access to the DN after NAT. It also has the IP address ranges that may be used by the UE in the communication with the AS(s) needed to configure the ULCL. 
An example EC Translation Table thus contains:
· A list of FQDNs for which EC related SLA exists, and 
· For each FQDN,
· Mapping between a set of Tracking Area IDs to one or more DNAIs,
· Mapping between each DNAI and subnet representing the DNAI in the DNS resolution (ECS),
· An EAS steering profile (e.g., sets of destination IP address ranges),
· Optionally the QoS requirements for the given service.
The DNS AF is involved in the DNS communication of the UEs authorized for edge services, e.g., at session establishment the SMF sends the DNS AF address to the UE (in the PCO field).  The DNS AF receives the UE DNS request for an FQDN related to an Edge AS, authorizes the UE/service, gets UE location information and determines first at least one suitable local PDU session anchor (PSA) point for that UE location and application. The Mobile Core assists (e.g. the PCF) then the discovery of most suitable Application Server for the PSA(s) by adding the corresponding N6 access location(s) as ECS option(s) to the DNS request or by forwarding the DNS request to a DNS serving the location of the UE. At that stage, it is up to the Service Provider to select a suitable EAS that matches the given location(s). The Service Provider may feed information back to the Mobile Network on whether the selection has been tailored to the information provided, by using the ECS option. The Mobile Core then inserts the ULCL and sets up the traffic steering accordingly. 
[bookmark: _Toc31192340][bookmark: _Toc31192500][bookmark: _Toc31192991][bookmark: _Toc31193119]6.3.2	Procedures
6.3.2.1. High-level procedure using ECS option 
Figure 6.3.2.1-1 below shows an example sequence for this solution that includes the following steps 
When the UE sets up a PDU session, 5G Core existing mechanisms are used to guarantee that, if for that user PDU session Edge Computing can be applied, the UE DNS queries are sent to the DNS AF. One such method is e.g., sending to the UE at PDU session setup the DNF AF address DNS server in the PCO field. Otherwise, DNS AF is skipped.
Editor’s note:	Further details on the mechanisms to provide UE DNS configuration and routing of DNS messages are FFS.
As a prerequisite for the flow below the is that a PDU session for e.g. “Internet” DNN is established and the operator has configured the UPFs to send DNS request to the DNS AF.
[image: ]
Figure 6.3.2.1-1: High-level sequence diagram of EAS discovery and dynamic traffic steering by the MNO in the DNS AF solution
1. Once the PDU Session has been established, an application (that in this flow happens to be an edge computing application) may trigger the setup of an “Application session” to an edge Application Server. Typically, the Application Server is known by a domain name, and so that needs to be translated into an IP address. UE will send a DNS Query with the Application FQDN. That query is sent to the DNS AF if for that user PDU session Edge Computing can be applied.
2. The DNS AF checks whether there is an SLA in place for that application. To do that, it looks for the Application FQDN received in the DNS Query in the SLA based Translation Table. 
a) If there is no match (meaning that the FQDN in the DNS request is not included in the EC Translation Table, there is not agreement, and the DNS AF forwards the DNS request for resolution as usual.
b) If there is a match, the DNS AF retrieves the User Location from the Control Plane by using e.g., the exposure API of the NEF. The identification of the UE needed in the request is the UE IP address in the DNS request. In the case of overlapping IPs, the UE IP address may not be unique. A solution to this is to have a separate DNS AF entity for each individual sub-domain, and thus the domain ID may be used in addition to the UE IP to identify the UE. See also Steps 3a and 3b in Figure 6.3.2.2-1.
The DNS AF is deployed before the NAT.

With the UE Location and the FQDN, the DNS AF obtains the preferred locations for the N6 Access to the DN for that application and the corresponding subnets (or full IP addresses) after NAT using the SLA based EC Translation Table. These subnet(s) (or full IP addresses) are then added as one or more “ECS” options in the DNS Query as in RFC 7871. ECS stands for EDNS Client Subnet, where EDNS is Extension Mechanisms for DNS. The query is then forwarded to the MNO DNS. The original DNS request by the UE is temporarily buffered in case it needs to be resent later e.g., in failure cases. The DNS AF acts as a DNS Forwarder in order to be in the path for the response.
Editor’s Note: The mechanism to identify the UE and retrieve the UE location is FFS especially in case a NAT is used.
Editor’s Note: Further details on the translation mechanism in the DNS AF is FFS.
Any ECS received from the stub resolver in the UE is not consideredremoved by the DNS AF, as in this solution, it is not the client address but network addresses that are provided in the ECS. The ECS received from the stub resolver in the UE either contains information which is not appropriate to do a proper EAS selection as it refers to the centralized PSA or could well be a private address.   
Editor’s Note: it is FFS whether ECS received from the stub resolver in the UE are removed by the DNS AF.

3. The DNS request is forwarded to the MNO DNS. MNO DNS resolves the DNS query as usual and the DNS Query reaches the DNS Hierarchy. 
4. The ECS option(s) in the DNS Query can be used by the Service Provider DNS to tailor the DNS response. It is assumed that there is a direct connectivity between the MNO DNS and Service Provider DNS in order to ensure that the ECS option(s) sent by DNS AF are safely received by the Service provider DNS that supports multiple ECS. If this is not possible then single ECS option should be used. When that is done, and if the Application Server selection has been tailored to one of the ECS option(s) in the query (i.e. the AS is selected to be topologically close to the ADDRESS in one ECS option), then one ECS option is sent in the response. In the case of multiple ECS options sent by the DNS AF, the ECS option sent in the responseIt corresponds to the ECS option in the query that the DNS response has been tailored to. The ECS option in the response is built according to RFC 7871:
· FAMILY, SOURCE PREFIX-LENGTH, and ADDRESS are copies from the ECS option in the query,
· SCOPE PREFIX LENGTH can be set for example to 0 so no caching is done.
Else, if even if the ECS option(s) have been considered, the response is not tailored to any of them, no ECS option is sent back in the response.
Editor's Note: How does DNS server handle multiple ECS options need to be further clarified.
5. The DNS response is sent, and reaches the MNO DNS, that sends it back to the DNS AF, that acted as forwarder. Note that it is assumed that the DNS response always includes an EAS address. That is, if an iterative DNS resolution is used, this always happens above the DNS AF. This is needed in order to convey the necessary information about the selected EAS address as well as possible ECS information to the DNS AF.
6. The DNS AF checks the response and whether that includes an ECS Option. If so, it determines the DNAI that corresponds to the received ECS (that is, the identifier of the N6 access to the DN), and uses the AS address received to determine the AS site selected and applicable AS IP ranges.
7. The DNS AF uses the 3GPP Exposure APIs to Update the CP Policies to request traffic steering for the selected AS IP ranges to the selected PSA anchor. 
8. The DNS Response is sent to the UE once those actions have been completed (the ECS option is removed before).
9. [bookmark: _Ref26000838]The application traffic starts towards the IP Address received. That traffic is diverted by the ULCL and sent via the selected PSA to the N6 access to the DN that is topologically close to the AS (assuming the Service Provider selection was correct).
The procedure above assumes that the setup of traffic steering based on the received DNS response was successful. The DNS AF starts a timer after the initiation of the traffic steering in Step 6 waiting for notification from the SMF of the changes of the user plane for the given session. If no notification is received before the timer expires then it is considered that the Dynamic ULCL insertion and configuration in step 6 above has failed for causes related to the specific N6 access location selected, then e.g. a new request could be sent including the ECS(s) but excluding that specific N6 access location. The process above would repeat from step 3. Or as an alternative, e.g. the process above would repeat from step 3 without sending the ECS Option.
The above procedure supports insertion of more than one local UPFs to handle different applications. This is because there can be different mapping possibilities for different FQDNs in the Translation Table, so different DNS requests from the same UE may result in different N6 access selections and configuration of corresponding ULCL/PSAs assisted by the DNS AF. Therefore, the DNS traffic for the FQDNs for which there is an SLA for EC is always routed towards the DNS AF. The DNS AF maintains an Application session towards the PCF including all DNAI that have been configured for a given UE PDU session, and uses this information in the routing decision for subsequent DNS requests.  
Editor’s Note: Clarify how DNS traffic is routed once a new PSA has been selected for an application.  
Editor’s Note: The mechanisms to support insertion of a more than one local UPF based on DNS requests from the UE is FFS.
6.3.2.2 Detailed procedure using ECS option
The detailed description Figure 6.3.2.1-1 is depicted in Figures 6.3.2.2-1 and 6.3.2.2.-2and described below. The pre-requisites are those described in Clause 6.3.2.1.


Figure 6.3.2.2-1: Detailed sequence diagram of EAS discovery and dynamic traffic steering by the MNO in the DNS AF solution. First part, until the receipt of the UE location by the DNS AF.
1. Once the PDU Session has been established, an application (that in this flow happens to be an edge computing application) may trigger the setup of an “Application session” to an edge Application Server. Typically, the Application Server is known by a domain name, and so that needs to be translated into an IP address. UE will send a DNS Query with the Application FQDN. That query is sent to the DNS AF if for that user PDU session Edge Computing can be applied.
2. DNS AF extracts UE IP & FQDN and checks whether App (FQDN) in under SLA agreement for Edge. If edge breakout is needed, then it buffers the DNS request. The DNS AF also checks whether an App Session Context exits for this IP in PCF, meaning that there is edge breakout already applied for an UE session. This information could be used in the decision of which ECS option(s) are selected and sent in the DNS query in Step 15.
3. a) – b) [Conditional] If there are more than one PCFs, DNS AF needs to contact BSF to find PCF for the session first (else that interaction is not needed. DNS AF needs to be deployed before NAT. The IP address is complemented with a Domain Id in overlapping IPs scenarios.
c) DNS AF sends to PCF a Npcf_PolicyAuthorization_Create request (Subscribe if the session already exists), by which the DNS AF initiates a network access information request for the PDU session (identified by the UE IP address). An afAppId decorated with the AppId corresponding to the FQDN allows PCF to authorize this request for a specific PDU Session and application.
4. The PCF authorizes the request and creates/updates the individual App session context
5. The PCF checks whether NetLoc feature is supported by the SMF. 
6. If the request is authorized and NetLoc feature is supported, then PCF responds with a 201 created message. 
7. If not created already, then the DNS AF creates the APP session context for this IP address and starts a timer to monitor time until UE location response.
8. PCF requests user location from the SMF via Npcf_SMPolicyControlUpdateNorify message
9. SMF responds with a 201- Created.
10. If latest Location is not available, SMF invokes Namf_EventExposuire service with Onetime Report type as in TS 29.518, ch 5.3.1.
11. SMF sends UE location info to PCF in a NPcf_SMPolicyControlUpdate message.
12. PCF responds with a 200 OK message.
13. PCF sends UE location info via Npcf_PolicyAuthorization Notify message to the DNS AF.
14. DNS AF responds with 204 No Content.


Figure 6.3.2.2-2: Detailed sequence diagram of EAS discovery and dynamic traffic steering by the MNO in the DNS AF solution. Second part.

15. UE Location and FQDN are input to the Translation Table (if session context indicates an ULCL/PSA already in the path, it is also considered in the decision). The output: ECS option(s) to be used for the DNS query.
16. As Step 3 in Figure 6.3.2.1-1.
17. As Step 4 in Figure 6.3.2.1-1.
18. As Step 5 in Figure 6.3.2.1-1.
19. IF an ECS is received, AF Influence on routing is triggered: The steering Policy (target DNAI and steering profile) is determined from the ECS & SLA info from the Translation table. The DNS response is buffered. If SLA states QoS specific needs that is also identified at this stage.
20. DNS AF sends to PCF a Npcf_PolicyAuthorization Update request requesting Update traffic routing to the target DNAI, steering profile and QoS specific needs. An actVal is also specified as a timer to monitor inactivity of the given EC service.
21. PCF decides the policies and provisions the corresponding PCC rules to the SMF which instruct SMF to steer the corresponding user traffic to the provided DNAI.
22. SMF selects the ULCL/PSA & Insert/Update as in 4.3.5.4 of TS 23.502. Usage reporting for those Flows is activated at the local PSA to track activity.
23. [bookmark: _GoBack]When ready, SMF notifies the DNS AF of the DNAI change.
24. The DNS Response is sent to the UE once those actions have been completed (the ECS option is removed before). The application traffic starts towards the IP Address received. That traffic is diverted by the ULCL and sent via the selected PSA to the N6 access to the DN that is topologically close to the AS (assuming the Service Provider selection was correct).
NOTE: Steps 25-29 below describe the reverse procedure i.e., removing the local ULCL/PSA for an EC application). 
25. Inactivity triggers ULCL/Local PSA removal in the SMF as in TS 23.502. 
26. When ready, SMF notifies the DNS AF of the DNAI change.
27. DNS AF deletes the APP session context for this PDU session and this EC app.
6.3.2.32 High-level procedure using DNS forwarding
As an alternative to the procedure described in Figure 6.3.2.1-1, in Step 3 the DNS AF, based on user location and SLA, forwards the request to a DNS serving the location of the UE. In this case, the response does not include the ECS. The DNS AF needs to determine based on the DNS response and the SLA the most suitable local PSA and then proceeds as from Step 6 in Figure 6.3.2.1-1.

[bookmark: _Ref26778873][bookmark: _Ref26778879][bookmark: _Ref26778886][bookmark: _Ref26778897][bookmark: _Ref26778917][bookmark: _Toc31192341][bookmark: _Toc31192501][bookmark: _Toc31192992][bookmark: _Toc31193120]6.3.3	Impacts on Existing Nodes and Functionality
The solution has no impact on existing 5GC procedures. The DNS AF may act as an MNO internal AF, and use available 5GC APIs to communicate with the CN entities to authenticate UEs/services, to infer UE location and to trigger traffic steering, as defined e.g., in 3GPP TS 23.502, clauses 4.3.6.4 and 4.3.6.3described in the detailed flows in Clause 6.3.2.2. The DNS AF should be defined as a 3GPP NF and its usage of existing 5GC procedures should be described in the 3GPP specifications.
PCF and Npcf should be updated to be able to convey and infer the AppId corresponding to the FQDN from afAppId and thus to authorize the procedure for a specific PDU Session.

Editor’s Note: This clause will be finalized when the EN of the previous clauses are closed.
*************** End Changes ***************
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